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First…the legalese… 

. 

 
AIA Arizona is a Registered Provider with The American 
Institute of Architects Continuing Education Systems  
AIA/CES).  Credits earned on completion of this program will 
be reported to AIA/CES for AIA members.  Certificates of 
Completion for both AIA members an non-AIA members are 
available upon request.   
 
This program is registered with AIA/CES for continuing 
professional education.  As such, it does not include 
content that may be deemed or construed to be an approval or 
endorsement by the AIA of any material of construction or 
any method or manner of handling, using, distributing or 
dealing an any material or product. 
 
Questions related to specific materials, methods and 
services will be addressed at the conclusion of this 
presentation. 
 



why we’re here 

“…Businesses need to take steps to 
protect their systems and data and be 
proactive in their efforts.  Training 
employees and understanding vendor 
systems and issues is critical in 
protecting your business.  As we 
continue to move to a mobile and digital 
economy these issues will only 
intensify, so I advise companies to take 
steps now to understand the risk and 
address issues quickly as they arise.” 
 

--norse.com 



why is this important 
to you? 

 
• Contractual obligation 
• Security risk to your 
company 

 



* disclaimer 

Is this a Stuckey scare 
tactic??? 

 
 

No 
 



why do we need to talk 
about cyber security? 

• How many of you utilize 
computers in your firm? 

• How many utilize mobile devices? 
• How many store data about your 
customers that if released, 
could upset/harm them? 

• How many of you would be 
paralyzed if you lost your data? 

 
Who in this room has suffered a 

cyber attack?? 



times are changing… 

• 1994:  One new computer 
virus created every hour 

• 2006:  One new virus 
every minute 

• 2012:  One new virus 
every second 

 
That is 86,000 new viruses 

every day. 



current events 

• Community Health 
Systems 

• Supervalu Grocery 
• Albertsons 
• UPS 
• McDonald’s 
• JP Morgan 
• Healthcare.gov 
• Target 
• Staples 
• Wellpoint 
• Apple 
• Ashley Madison 

• Lenovo-Superfish 
• Uber 
• Anthem 
• Forbes 
• Dating Apps 
• Dutch Government 
• Sony 
• Malaysia Airlines 
• Snapchat 
• Jimmy Johns 
• Dairy Queen 
• K-Mart 

 



http://map.norsecorp.com/ 

http://map.norsecorp.com/


How did it happen? 
• HVAC contractor hired to monitor 
Target store systems for 
efficiency 

• Given remote access to monitor 
systems 

• Hacker assaults HVAC 
contractor’s server; gains 
access to Target PoS systems. 

 
• 40,000,000 cards compromised  



is your firm a 
target for a cyber 

attack? 



cyber extortion 



malvertising 



phishing 



More phishing 



More phishing 



password hack 



how can you be 
harmed? 

1st Party Losses: 
• Loss of use of systems/IT 
costs 

• Loss of business/reputation 
 
3rd Party Losses:   
• Loss of your clients’ data 
(3rd party loss) 
 



how can you 
protect your firm? 

• Analyze your firm’s risk 
– Online Assessments 

• Educate Employees 
• Develop breach response plan 
• Succinct backup plan 
• Keep security software up-to-
date  

• Protect balance sheet with 
insurance 



your weakest link 



How do employees 
expose your firm? 

 

 

 

 

 

 

 

www.howsecureismypassword.net 
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protect the balance 
sheet—transfer the 

risk 

• Dozens of insurers offer 
various forms of 
Cyber/Privacy Insurance 

• Covers both damage you may 
suffer, and your clients 

• Becoming more prevalent as a 
required insurance on some 
contracts. 



Consult with the 
Experts 



Questions? 
 

 

Scott Schmidt, CIC 
Stuckey Insurance  

5343 N. 16th St. Suite 110 
Phoenix, AZ 85016 

602-264-5533 
scott.schmidt@stuckeyinsurance.com 

www.stuckeyinsurance.com 

 


