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First.. the legalese..

AIA Arizona is a Registered Provider with The American
Institute of Architects Continuing Education Systems
AIA/CES). (redits earned on completion of this program will
be ‘reported to AIA/CES for AIA members. Certificates of
Completion for both AIA members an non-AIA members are
available upon request.

This program 1is ' registered with AIA/CES for continuing
professional education. As such. it does not include
content that may be deemed or construed to be an approval or
endorsement by the AIA of any material of construction or
any method or manner of handlinga usinga distributing or
dealing an any material or product.

Ruestions related to specific materials. methods and
services will be addressed at the conclusion of this
presentation.



why we're here

«.Businesses need to take steps ¢to
protect their systems and data and be
proactive ‘1in their efforts. Training
employees and understanding vendor
systems and ' 1ssues 1s critical 1in

protecting your business. As we
continue to'move to a mobile and digital
economy these 1ssues will only

intensifys so I advise companies to take
steps now .  to understand the: risk  and
address issues quickly as they arise.”

——-horse.com



why 1s this i1mportant
to you?

- Contractual obligation

- Security risk to.your
company
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why do we need to talk
about cyber security?

- How many of you utilize
computers in your firm?

- How many utilize mobile devices?

- How many store data about your
customers that i1f releaseda
could upset/harm them?

- How many of you would be
paralyzed 1f you lost your data?

Who in this room has suffered a
cyber attack??



times are changing...

- 1994  One new computer
virus created every hour

. 200E: " One new virus
every minute

- 2ll2: One new virus
every. second

That. 1s 8k-000 new viruses
every day.




current

Community Health
Systems

Supervalu Grocery
Albertsons

UPS

McDonald's

JP: Morgan
Healthcare.gov
Target

Staples
Wellpoint
Apple

Ashley Madison

events

Lenovo-Superfish
Uber

Anthem

Forbes

Dating Apps
Dutch Government
Sony

Malaysia Airlines
Snapchat

Jimmy Johns
Dairy Rueen
K-Mart



(

) S OO D ME R SO0 = O—5

- T ——

P

—

&

L]
n

L‘/||i

)l
-W'



http://map.norsecorp.com/
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How diafit happen?

- HVAC contractor hired to monitor
Target store systems for
efficiency

- Given remote access to monitor
systems

- Hacker assaults HVAC
contractor's serveri gains
access to Target PoS systems.

- 40,000,000 cards compromised



1s your firm a
target for a cyber
attack?



DL rl'ﬁ‘!n! 1

!
3 I(IHH )'hH lln [




) S O s D> (D MBSO -1 O - (D—5

—

1
DU3
1
]

&

f
C
1
0
L
0
1
0
0
1
0

Java Update!

W update Java to the

page.

% Fiddler: Disabled
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From: Bank Of America <postmaster@tevbulten.com>
Subject: Bank of America Alert: Your Online Banking Account as Been Blocked
Date: July 31,2011 1:30:10 PM PDT

Bankof America %>

- Sacure Area

Checking & Savings Application

Your Online Banking is Blocked

We recently reviewed your account, and suspect that your bank of america
account might have been accessed by an unauthorized third party.
Protecting the security of your account is our primary concern.

Therefore, as a preventive measure, we have temporarily

limited access to sensitive account features.

To restore your account access, we need you to confirm your identity.
To do so we need you to follow the link below and proceed to confirming your information:

mmmm_f@mmmj_mmu

Imps / lwww bankofamena.comlunlockl
Thank you for your patie 2 WOl Je 0 prote

Thank you.

You can help us provide you with the most relevant information by

taking a moment to tell us your e-mail preferences.

And of course you can unsubscribe at any time.

Remember, Bank of America is committed to your security and protection.
To find out more, take a look at our Information Security section

under Privacy and Security on the Web site
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GOVERNMENT OF THE FEDERAL REPUBLIC OF NIGERIA i

CENT RAL BANK GF-INIGERIA
- LAGOSNIGERIA -

US$I 5,000,000. IO

fake qocument
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MaTtunbaa <ageingeq5@nairo.ru> Sent: Tue 4/26/2016 6:07

Scott Schmidt

To:
Cc
Subject:

YMeHbLWIWM KajacTPOEYI0 CTOWMOCTb Ha 50-80% 3a 30 aHen

YMeHbLWMUM KagacTPOoBYH CTOMMOCTb Ha 50-80% 2a 20 aHen

Onnara TO/IbKO 3a pe3ynbrar.

Paccuutatbe MO 3KOHOMMUIO

Yeaxaembiit pykosogutens!

Bonee 4 net komnanua MpocnekT rpynn paboTaeT ¢ KpynHbiMK OB beKTaMM KOMMEPUYECKON HEABMKMMOCTH CO CTOMMOCTBIO
ot 100 maH. py6. Mbi rapaHTMpoBaHHO nonyuum ana Bac pewerne PermoHanbHOM KOMUCCHKM NO PACCMOTPEHUIO CNIOPOB O
pesy/nbTaTax onpeAeseHUA KaAaCTPOBOWM CTOMMOCTH.

CHUXeHMne Ka4acTPOBOM CTOMMOCTH NMOMOXKeT Bam MUHMMYM B MONOBMHY CHM3UTb Balun HaNOroBbie OTUMCNEHUA UK
apeHgHbie naaTexu. Bol MoKeTe OHNalH, yiKe CeHyac, MOCYMTaTb BO3MOMKHYIKO SKOHOMMUIO OT CHMMKEHWUA Ka4aCcTPOBOM
cToumocTn. lMepeiimu k pacyemy!

Bbl C3KOHOMMUTE HECKONIbKO MUN/TMOHOB py6net7|, ecnn 06paTMTer K Ham no obbekTam:

MNMpousBoAcTEeHHble NpeanpUaTMA  Xunble 34aHUA U NOMeLLeHus 3emenbHble YHaCcTKH
Y 3aB0Abl
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how can you be
harmed?

Ist Party Losses:

- Loss of use of systems/IT
costs

- Loss of business/reputation

Jrd Party Losses:

- Loss of your clients' data
(3rd party . loss)



how can you
protect your firm?

- Analyze your firm's risk
~-Online Assessments

- Educate Employees

- Develop ' breach response plan
» Succinct backup plan

- Keep security software up-to-
date

- Protect balance sheet with
lnsurance
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How do employees



http://www.howsecureismypassword.net/
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net
http://www.howsecureismypassword.net

protect the balance
sheet—transfer the

risk

.-Dozens of insurers offer

various forms of
Cyber/Privacy Insurance

. Covers both damage you may
suffera and your clients

. 'Becoming more prevalent as a
required insurance on some

contracts.



Consult with the
Experts




Ruestions?

Scott:: Schmidt. CIC
Stuckey Insurance
5343 N.Lkth St. Suite 110
Phoenix. AZ 8501k
EOZ2-2k4-5533
scott.schmidtdstuckeyinsurance.com

www.stuckeyinsurance.com




